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UNITED STATES DISTRICT COURT
WESTERN DISTRICT OF WASHINGTON

AT SEATTLE O 06 _ 0 12 6 th/—

STATE OF WASHINGTON, NO. N\
Plaintifi] COMPLAINT FOR INJUNCTIVE
AND ADDITIONAL RELIEF
V. UNDER THE CAN-5PAM ACT,
THE UNSOLICITED
SECURE COMPUTER, 1.I.C, a New COMMERCIAL EMAIL ACT,
York limited liability company; PAUL E. THE COMPUTER SPYWARE
BURKE, President of SECURE ACT, AND THE UNFAIR
COMPUTER L.LC, individually and as BUSINESS PRACTICES--
part of his marital community; GARY T. CONSUMER PROTECTION ACT

PRESTON, individually and as part of his
marital community; MANOI KUMAR,
individually and as partl of his marital
comimunity; ZHTJTAN CHEN,
individually; and SETH T. TRAUR,
individually, and as part of his marital
cominunity,

Defendants, |

COMES NOW, Plaintiff, State of Washington (“the State™), by and through 1ils
attorneys Rob McKenna, Attorncy General; Paula Sclis, Senior Counsel; and Katherine M.

Tassi, Assistant Attorncy General, and brings this action against Defendants named herein,

The State alleges the following on information and helicf:
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L. _INTRODUCTION

1.1.  Plaintiff, Statc of Washington, brings this action under the Controlling the Assault
of Non-Solicited Pomography and Marketing Act (“CAN-SPAM Act”), 15 U.5.C. § 7701, ef seq.
Plaintiff secks a permanent injunction and other cquitable relief, including damages and attomeys”
fees, basced on Defendants” vielations of the CAN-SPAM Act,

1.2 Plaintiff, State of Washington, as part of the same case or controversy, also brings
this action pursuant o RCW 19,190, the Comumercial Electronic Mail Act (“UCE Act™). Plaintiff
seeks a permanent injunction and other equitable relief, including damages, civil penalties, and
attorneys’ costs and fees, based on violations of the UCE Act.

1.3 Plaintiff, State of Washington, as part of the same case or controversy, also brings
this action pursuant to RCW 19.270, the Computer Spyware Act (“Spyware Act”™). Plaintiff seeks
a permancnt injunction and other equitable relief, including damages, civil penaltics, and
uttorneys’ costs and fees, bascd on violations of the Spyware Act.

1.4  Plantiil, Slate of Washington, as part of the same case or controversy, also brings
this action pursuant to RCW 19.86, the Unfair Business Practices-Consumer Protcction Act
("Coensumer Prolection Act™). Plaintiff s¢eks a permanent injunction and other equitable relief,
including damages, civil penalties, and attorneys’ costs and fees, based oo violations of the
Consumer Protection Act.

11 JURISDICTION AND VENUE

2,1 This Court has jurisdiction over this matter pursuant to 28 U.S.C. §§ 1331,
1337(a), 28 U.S.C. § 1367 and 15 U.5.C. § 7706.

2.2 Venue in this district is proper under 28 U.S.C. § 1391 and 15 U.5.C. § 7706. A
substantial portion of the acts complained of herein have occwred in King County and ¢lsewhere

i the Westem District of Washington.

COMPLAINT FOR INJINCTIVE AND 2 ATTOR(T:JF.\" GF.N::.RAI SOF g»&._s:—nmu ION
\ “orrsningr Prodoerion Divigion
ADDITIONAL RELIEF 00 Tourth Avenye:, Suile 2000
Senllle, WA 93162-1012
FACPCASES\Open (206] 464774
Cases\MySpywareCleaner.com\Plcadings\C

omplaintSecureComputer.doc




Case 2:06-cv-00126-RSL  Document 1-1  Filed 01/24/2006 Page 3 of 34

IMT. _ PLAINTIFF

3.1 Plaintiff, State of Washington, as parens patriae, is authorized by 15 U.S.C. §
7706(1) 1o file federal district court actions to enjoin violations of the CAN-SPAM Act, o scek
rccovery for actual monetary loss or damages of up to 3250 per violation on behalf of the
residents of the State of Washington, and to oblain such further and other relief as the Court may
deem appropriate, including treblc damages and attorncys’ fees. Plaintitt is authorized by RCW
19.86.080 to enjoin violations of the Consumer Protection Act, to obtain restitution on behalf of
persons harmed by such violations, and to obtain such further and other relief as the Court may
deem appropriate, including civil penalties and attorneys’ fees. Pursuant to RCW 19.190.030(2),
a violation of RCW 19.190 et seq., the UCE Act, constitutes a violation of the Consumer
Protection Act and thereby gives rise to Plaintiff’s authorization to file actions emoinihg
violations of the UCE Act and to seek damages of $500 per violation of its provisions. Pursuant
to RCW 19.270,060, the Spywarc Act, Plaintiff is authorized to seek recovery for actual monetary
loss or damages of up to $100,000.00 per violation of RCW 19.270 on behalf of the restdents of
the Statc of Washington, and to obtain such further and other relief as the Court may deem
approptiate, including treble damages and costs and attorneys’ fees.

IV. DEFENDANTS

4.1 Delendant Sceure Computer, LLC (“SCL”™) is a New York limited liabihty
company. Defendant SCL is located at 81 Main St Suite 303, White Plains, New York 10601,
Since at least July 2004, SCL has developed, advertised, promoted, and sold various software
praducts to the public over the Tnlermet, including a product called Spyware Cleaner, a
purported anti-spyware program that detects and cleans spyware from the user’s compuler, and
a product called Frror Fixer, which purportedly repairs the registry files of the user’s computer.
SCL owns, operates, and controls several Web sites, including www.myspywarecleaner.com,

www.myertorfixet.com, and www.checkforspywarc.com. SCL uses these Web sites, as well
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as hundreds of other Web sites, to market, advertise, and sell software products, and to rocruit
consuners for its affiliate advertising program. SCL transacts or has transacted business in the
state of Washington and in the Western District of Washington,

42  Defendant Paul E. Burke (“Burke™) is the president ot Sceure Computer, LEC,
and as such, controls its policies, activities, and practices, including thosc alleged in the
Complaint herein. Burke is married (o Wendy Burke and logether they constitute a marital
community. Defendant resides at 622 Richbell Road, Apt. C, Larchmont, NY 10538, and at
3755 Hentry Hudson Parkway W, Apt. 8H, Bronx, NY 10463. All acts and practices
underlaken by Burke on behalf of SCL are and wete for the benefit of his marital community.
Defendant resides in the state of New York and transacts or has transacted business in the state
of Washington and in the Western District of Washington,

4.3  Detendant Gary 'I'. Preston (“Preston™) is mamied to Jane Doe Preston, and
together they constitute a marital community. Preston is the registrant, that 15, the owner of,
and administrative and technical contact for, the Wcb sites www,myspywarccleaner.com and
www.securecomputerlle.com, the Web domain for SCL.  As such, he controls the policies,
activitics, and practices of SCL. Preston resides at 14110 82™ Dr., Apt 433, Jamaica, NY
11435-1105. All acts and practices undertaken by Preston on behalf of SCL are and were for
the benelit of his marital community. Defendant resides in the state of New York and transacts
or has transacted busincss in the state of Washington and in the Western District of
Washington,

4.4  Defendant Manoj Kumar (“Kumar™} is an aftiliatc advertiser of SCL’s software
product Spyware Cleancr. Defendant is married to Jane Doe Kumar and together they
constitute a marilal community. Defendant resides at 76-Venkatagin, Anushakti Nagar, BARC
Colony, Mumbai-400094, Maharashira, India. Kumar promotes, markets, and advertises

Spyware Cleaner through unsolicited commercial clectronic mail (“email”) sent to residents
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across the United States, including residents in Washingion State and in the Western District of
Washington. All acts and practices undertaken by Kumar are and were for the benefit of his
marital community.

4.5  Defendant Zhijian Chen (“Chen”) is an affiliate advertiser of SCL’s software
product Spyware Cleaner, Chen is married to Jane Doe Chen and together they constitute a
marital community. Defendant resides at 8642 SE Rhone 8t., Portland, OR 97266, Delendant
promotes, markets, and advertises Spyware Cleaner through net send messages sent to the
computers of residents across the United States, including residents in Washington State and in
ithe Western District of Washington. All acts and practices undertaken by Chen are and were
for the benefit of his marital commurty.

4.6  Defendant Seth 1. Traub (“Traub™) is an affiliate advertiser of SCL's soflware
product Spyware Cleancr. Traub is married to lane Dog Traub and together they constitute a
marital community. He resides at 909D State Street, Portsmouth, NH 03801, Traub promotes,
markets, and advertises Spyware Cleaner through advertisements on the Web site Google.com
to computer users across the United States, including residents in Washington $tate and in the
Western District of Washington, All acts and practices undertaken by Traub are and were for
the benefit of his marital community.

V. NATURE OR TRADE OF COMMERCE

5.1 SCL, Burke, Preston, Kumar, Chen, and Traub (colleetively, “Defendants™)
promiote, advertise, market, and scll a purported anti-spyware software called Spyware Cleancy
to consumers across the United States, including consumers located in Washington State, over
the Internct. As part of their marketing efforts, SCL, Burke, and Preston operate the Wcb site
www.myspywarecleaner.com. The Web site allows consumers to purchase Spywure Cleaner
over the Internct. SCL, Burke, and Preston also advertise their product using the services of
digital marketing and ad-serving companies, such as Fast Click, Burst Media, AdTcgrity, and
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Oridian., These companies assisted SCL, Burke, and Preston in publishing and serving
advertisements for Spywarc Cleaner to Web sites and in tracking data regarding the success of
the adverlisements, in piquing consumer interest, and in sales ol the product. Defendants
created pop-up, pop-under, and banner advertisements, all of which have appearcd on hundreds
of Web sites across the country, including, for cxample, www.celebguru.com (“Celebrity
Guru™), a Web site devoted to celebrity biographies, and on namerous Washington-based Web
siles.

5.2  On their own Web sitc for Spyware Clcaner, SCT., Burke, and Preston also
solicit consumers to become afliliate advertisers of Spyware Cleaner, which involves
marketing the product in return for a commission for cach sale of the product that results from
the affiliate’s advertisement. Affiliates can advertise in various ways, including displaying
advertisements for Spyware Cleaner on their own Web site, displaying advertisements on other
Web sites, or direct marketing through electronic mail. Once a consumer signs up to be an
atfiliatc advertiser of Spyware Clcancr, SCL, Burke, and Preston offer Lo the affiliates visual
images, along with HTML code for the images, of advertisements for Spyware Cleaner. These
advertiscments are substantially similar to those adveriisements that SCT., Burke, and Preston
use fn advertising their product themsclves. Spyware Cleancr is also markcted and sold
through an affiliatc nctwork marketplace catled Click Bank, which is owned :nd managed by
Click Sales, Inc. Spyware Cleaner is featured in the Click Bank marketplace catalogue.
Someone wha 18 interested in promoting Spyware Cleaner in return for a commission on the
salc of the product registers with Click Bank to become an affiliate, Click Bank then directs
the consumecr to www.myspywarecleancr.com and the ¢consumer registers with SCL to begin
marketing the product. As with affiliates who sign up directly with SCL, SCL gives Click
Bank affiliatcs a choice of numerous advertisements to use, all substantially similar to those
the SCL, Burke, and Preston use themsclves. For every sale of Spyware Cleaner hat is made
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as a result of the affiliate’s advertising, the affiliate is paid a percentage of the purchase price.
SCL offers affiliates of the Click Bank marketplace 75% of the $49.95 purchase price of
Spyware Cleancr.

5.3  Kumar, Chen, and Traub are all Click Bank affiliate advertisers of Spyware
Clcancr. Each of these Defendants advertises and markets, or has advertised and matketed,
Spyware Cleaner in return for a commission on the sale of the product. Kumar advertiscs,
promotes, and markets Spyware Cleaner through unsolicited commercial emails that contain a
hyperlink to SCL's Wcb site, www.myspywarecleancr.com. Chen advertises, promotes, and
markets Spyware Cleancr through net send messages sent to users’ computers. Nel send is a
Windows operating system command that is used to send messages to a computér system or to
a group of computer systems where Windows Messenger service i3 running. The nct send
command will send a message 1o uscrs’ computers and a pop-up dialoguc box will appear on
their screen. In the past, the net send command was often used for broadcast messages by
network administrators such as “email server down.” However, net send messages can also be
used as a way to send unsolicited messages to unsuspecting users. A net send command can
send a dialogue box with un advertisement to millions of computers. Traub advertiscs,
promotes, and markets Spyware Cleaner through advertisements on Google.com. Traub’s
atdvertisement 1s 1n the form of a hyperlink with the headline “Microseft Spyware Cleaner,”
which appears as & sponsored, that is, paid for, link when certain search terms are cntered in
the search field on Google.com, including the search terms “Microsoft anti-spyware,”
“Mictosoft antispyware,” and “Microsoft spyware cleancr.”  When Traub’s hyperlinked
headline is clicked on, the user is taken to www myspywarecleancr.com rather than to a
Microsoft anti-spyware product site.  Each of these Defendants receives, or has reccived, a
commission of 75% of the $49.95 purchase price lor each salc of Spyware Cleaner thal his
advertisement generates or hus generated.
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5.4  Defendants arc in competition with others in the Statc of Washington engaged
in a similar business.

VL. VIOLATIONS OF THE CAN-SPAM ACT

(Defendants Kumar, SCIL., Burke, and Preston)
A. First Cause of Action: False lleaders

6.1.  Plainti{{ realleges paragraphs 1.1 through 5.4 and incorporates them hercin as if set
forth in full.

6.2  The CAN-SPAM Act makes it unlawful to initiate the transmission of an cmail
thal comtains matcrially misleading or materially falye header information. 15 US.C. §
7704{a}1). The torm “materially™ includes the alteration or concealment of header information
that wonid impair the ability of a law enforcement agency, among other emtitics, to identify the
initistor of the email message or to investigate an alleped violation of the Act. 15 UL.S.C. §
7704(a)(6). The Act also makes it unlawful to initiate email with misleading subject lines.
15 US.C. § 7704(a)(2). Additionally, the Act requires senders of commercial electronic mail to
provide a functioning mechanism by which recipients can opt out of receiving future emails trom
the sender, and makes it unlawful to send additional solicitations to those who have opted out. 15
U.S.C. § 7704(a)4)A). Once a recipicnt requests not to receive future commercial electronic
mail messapges from the sender, the sender has a 10-day grace perod after which it is unlawful to
send any messages (o thal recipient. 15 U.S.C. § 7704(a)}(4)A)(i). The Act also requires
commercial electronic mail to contmin conspreuous notice that (he message is an advertisement
and conspicuous notice of the recipient’s right to opt out of receiving lurther email messages. 13
U.S.C. § 7704a)(5)A)Ni),(1). The Act also requires that the email message contain a valid postal
address. U.8.C. § 7704a)5)A)(iii). The term “initiate” means “to originate or transmit” or “to

procwe the origination or transmission of” a commercial electronic message. 15 US.C §
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7702(9). 'The term “procure” means to intentionally pay or provide other consideration to another
to infliate a commercial electronic message. 15 U.S.C. § 7702(12).

6.3  Kumar has altered or concealed header information in his unsoliciled commercial
cmail that promotes and advertises Spyware Cleancr. Kumar posts in the “From” linc of his email
messages: “MSN Member Scrvices.” Tn fact, the sender address is false since [{umar is not
employed by MSN and the email was not sent by MSN Member Services. By using such a
sender line, Defendant has initiated the transmission of comunercial eloctronic mail messages with
materially misleading or materially falsc header information, thus impairing the ability of
recipients of the cmail, including Plaintiff, to identify and locate the initiator of the email.
“Header information,” us defined in the Act, mcans “the source, destinalion, and routing
information attached to an elecironic mail message, including the originating domain name and
priginating eleetronic mail address, and any other information that appears in the line identifying,
ot purporting to identify, a person initiating the message.” 15 U.S.C. § 7702(8).

6.4 - SCL, Burke, and Preston entered into a contract with Click Bank to sell Spyware
Cleancr by means of Click Bank’s extensive affiliate network. SCL, Burke, and Preston have
eaned over $100,000.00 fom sales through Click Bank's affiliates, including Kumar. 5CI,
Burke, and Preston procured, and thereby injtiated, the transmission of commercial clectronic
mail messages with materially misleading or materially false header information, thus impamng
the ability of recipicnts of the emal, including Plaintiff, o identify and locate the initiator of the
email. 15 U.S.C. § 7704)(1). |

6.5 The practices described above constitute violations of 15 U.S.C. § 7704{a)(1).

B. Sceond Cause of Action: Deceptive Subject Lines

6.6 Plaintiff realleges paragraphs 1.1 through 6.5 and incorporates them herein as if set

forth in full.
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6.7  Kumar's commercial cmail messages display the subject liner “Special Security
Alert for MEN Members.™ This subject ling creates the false and misleading impression that the
email concerns an actual securily issuc that MSN is communicating to its members. The use of
this subjeet tine in conjunction with the sender address of “MSN Member Services™ creates the
false impression that the message has been sept by sccurity-related personnel at MSN.
Additionally, the use of the term “alert” implics that the message is of a high priority and requires
immediate attention. The subject line is likely to mislead a recipient, acting reasonably under the
circumstances, about a material fact regarding the contents or subject matter of the message. The
message in fact is commercial in nature and containg an advertisement for Spyware Cleaner.

6.8  SCL, Burke, and Preston entered into a contract with Click Bank to sell Spywarc
Cleaner by meuns of Click Bank’s extensive affiliate network. SCL, Burke, and Preston have
earncd over $100,000.00 from sales through Click Bank's affiliates, including Kumar, SCL,
Butke and Preston have procured, and thereby initiated, the trunsmission of commaercial clectronic
tail messages with matenally misleading subject lines. 15 U.S.C. § 7704(a)(2).

6.9  The practices described above constitute violations of 15 U.8.C. § 7704(a)2).

C. Third Cause of Action: Failure To Provide Opt-Out Mechanism

6.10  Plaintiff reallcpes paragraphs 1.1 through 6.9 and incorporates them herein as if set
forth in full.

6.11 Kumar's email solicitation does not provide a functioning mechanisni, clearly and
conspicuously displayed, that a recipient may use, in a manner specified in the message, to request
not to receive further messages from the sender.

6.12 SCIL., Burke and Preston have procured, and thereby imtiated, the transmission of
commercial electronic mail messages that do not provide a functioning mechanism, clearly and
conspicuously displayed, that & recipient may use, in a manner specified in the message, to request

nat to receive turther messages from the sender.
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6.13  The practices above constitute a violation of 135 UL.5.C. § 7704(a)(3)(A).
D. Fourth Cause of Action: Failure To Identify Message as Advertisement

6.14  Plaintiff realleges paragraphs 1.1 through 6.13 and incorporates them herein as it
sel torth in full,

6.15  Kumar's email solicitation does not identify itself ¢learly and conspicuously as an
adverliscment.

6.16  The CAN-SPAM Act requires initiators of commereial electronic mail to provide
clear and conspicuous identification of the message #s an advertisement. 15 US.C. §
T7704(a)4)}A). Kumar's electronic mail messages fail to provide clear and conspicuous notice
that the mail is an advertiscment, which constitules a violation of 15 11.8.C. § 7704(a)(4)(A)i).

6.17  SCL, Burke siud Preston have procured, and thereby initiated, the transmission of
commercial electronic mail messages that do not provide ¢lear and conspicuous notice that the
mail s an advertiscment, which constitutes a violation of 15 U.S.C. § 7704(a)(4 )} A)().

E. Fifth Cause of Action: Failure To Provide Notice of Option to Opt-Out

6.18  Pluintiif reallcpes paragraphs 1.1 through 6.17 and incorporates them herein as if
sct forth in full,

6.19  Kumar's email solicitation docs not provide clear and conspicuous notice of the
recipient’s opportunity 15 U.S.C. § 7704(a)(3)(A) to declineg to reccive further emnl messages
from the sender.,

6.20 The CAN-SPAM Act requires initiators of commercial electronic mail to provide
clcar and conspicucus notice of the recipient’s opportunity under 15 U.S.C. § 7704a)(3)(A) to
declinc to reecive further email messages from the sender.

6.21 Kumar's failure to provide in his commecrcial email messapes clear and

conspicuous notice of the recipient’s opportunity under 15 U.S.C. § 7704{a)(3)(A) to decline to
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receive further email messages from the sender constilutes a violation of 13 UL3.C. §
7704{alDH(AXiL).

6,22 SCL, Burke and Preston have procured, and thercby initiated, the transmission of
commercial electronic mail messages that do not provide ¢lear and conspicuous notice of the
recipient’s opportunity under 15 U.S.C. § 7704(a)(3)A) to decline to receive further cmail
messages from the sender, which constilutes a violation of 15 U.S.C.. § 7704(a)(4)X A)(ii).

F. Sixth Cause of Action: Failure To Tnelude Physical Address of Sender

6.23  Plaintiff rcallcges paragraphs 1.1 through 6.22 and incorporates them herein as if
set forth in tull.

6.24  Kumar’s cmail solicitation does not provide a physical postal address.

6.25 The CAN-SPAM Act requires initiators of commercia! electronic mail to provide
a physical postal address in the message. 15 U.B.C. § 7704(a)(4) A)Gii).

6.26  Kumar’s failure to provide a physical postal address in his commercial electronic
mail constitules a violation of 15 U.8.C. § 7704(a)(4)} A)iil).

6.27 SCL, Burke and Preston have procured, and thereby initiated, the transmission of
commercial electronic mail messages that do not provide a physical postal address, which
comstitutes a violation of 15 ULS.C. § 7704(a)(4 ) A)(iii).

VIL  VIOLATIONS OF WASHINGTON'S COMMERCIAL ELECTRONIC MAIL
ACT

(Defendant Kumar)
A. Seventh Canse of Action: Misrepresenting the Point of Origin
71 Plaintifl realleges paragraphs 1.1 through 6.27 and incorporates them herein as if
set forth in full.
7.2 Defendant Kumar's email purports in the header “from” line to originate from
MSN Member Services. Kumar is not affiliated in any way with MSN, In fact, some of hig cmail

COMPLAINT FOR INJUNCTIVE AND 12 ATTORNRY (GENER AL OF WASHINGTON

i B Cunsmner Profection Division
ADDITIOMAIL RELIEFE 300 Founth Aecmes Suie 200

Seallle, WA 9B164-1012
FACPCASESWOpen (206) 4647744
Cases\MySpywarcCleaner com'\Pleadings\{

omplaintSecureComputer.dog




13
14
15
16
17
18
9
20
21
22

Case 2:06-cv-00126-RSL  Document 1-1  Filed 01/24/2006 Page 13 of 34

has originated from an Internet Protocol address in India, where Kumar resides.  Defendant’s
emails have been sent to Washington residents, including, but not limited to, MSN email account
holders.

7.3  The UCE Act prohibits misrepresenting or obscuring any information in
iwlentifying the point of origin or the transmission path of a commercial electronic mail message.
RCW 19.190.020(1){a). By engaging in the practices described in paragraph 7.2, Defendant has
misrepresented or obscured the transmission paths of commercial email messages and thereby
violated the UUCE Act. A violation of the UCE Act constitutes a per s¢ violation of the Consumer
Protection Act. RCW 19.190.030(3).

B. Eighth Cause of Action: Misleading Subject Lines

74  Plaintiff realleges paragraphs 1.1 through 7.3 and incorporates them herein as if set
forth in fill.

7.5  Defendant's commercial email messages display the subject line: “Special
Securily Alert for MSN Members.” This subject line creates the false and misleading impression
that the email concems an actual security issuc that MSN is communicating to its members. The
use of this subject line in conjunction with the sender address of *“MSN Member Services™ creates
the fulse mmpression that the message has been sent by security-related personncl at MSN.
Additionally, the use of the term “slert” implies that the message is of a high prionity and requires
immediate attention, The subject line is likely to mislead a recipient, acting reasonably under the
circumstances, about a material fact regarding the contents or subject matter of the message.

7.6  The use of false or misleading information in the subjcet line of a commencial
email message violates RCW 19.190.030(1)(b). Pursuant to RCW 19,190,030(2), Defendant’s
violation of RCW 19,190,030(1)(b) constitutes a per se violation of the Conswner Protection Act,

RCW 19.86, ot seq.
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Vill. VIOLATIONS OF THE SPYWARE ACT

A. Ninth Cause of Action: Inducing Computer Users To Imstall Software for
Security Purposes — Defendants SCL, Burke and Preston

8.1  Plaintiff realleges paragraphs 1.1 through 7.6 and incorporates them herein as it
set forth in full.

8.2 Since at keast 2004, SCL, Burke, and Preston, through a variety of means, have
advertised, marketed, and sold a computer software program known as Spywarc Cleaner.
Spyware Cleaner 15 a purported anti-spyware program that supposedly will detect and rid a
uscr’s computer of spyware. Among other means, Spyware Cleaner is advertised through pop-
up and pop-under advertisements that appear on Web sitcs during a user’s browsing scssion.
These advertisctnents are scrved to the Web sites via Tnternet ad servers, including ad servers
controlled by the compantes Right Media, Inc. and Burst! Media, Inc. For cxample,
Detendants disseminate, and causc to be disseminated, advertisements for Spywarc Cleaner on
the Celebrity Guru Web site. On this Wb site, devoted to information zbout celcbritics, when
a user clicks on a hyperlink (o tzke them to information about a particular celebrity,
Defendants’ pop-up advertisement appears. Defendants also disseminate, and cause to be
disserminated, advertisements for Spyware Cleaner on a number of Washington-based Web
sites, along with hundreds of other Web sites around the country.

8.3  The pop-up and pop-under advertisements that appear on various Web sites
warn users that their compurers may be infected with dangerous spyware and that immediate
removal may be required. Defendants” advertisements simulate Microsoft Windows security

dislogue boxes, with a blue border and a grey interior. Figure 1 depicts one advertisement for

Spyware Cleancr.
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p . Warning - Your computer may be infected with harmful spyware programs.,
Immediate remaval may be required. To scan your computer, clidk "vas" bolow,

Such dialogue boxes are tamiliar to any computer user. The only signal that the pop-up or
pop-under is, in fact, an advertisement is a faint imnpression of the word “advertisement™ in the
lower right-hand corner of the dialogue box, a word that can barely be seen against the grey
background. Disguised as a security warning claiming that a user needs to scan their computer
for security reasons becanse “[i]lmmediate removal may be required,” Defendants’
advertisements induce the user (o get a “frce scan” of their computer, which downloads
software to their computer, to determine if it is infected with spyware.

8.4  When the user clicks on the button to get a free scan, a new browser window
opcns on the user’s computer and Defenduants”™ Web site, www.myspywarecleaner.com,
launchcs. On their site, Defendants instruct the user on how to download the “free scapner.”
Defendants again warn the user of the potential immediate threat of spywarc on their computer
and encourage the user to click on a hyperlink to scan their computer. Figures 2 and 3 arc

images from the www.myspywarcelcancr.com Web site,
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IFigure 3.
Defendants inform the user that the “free scamner” will download and install; however,
Defendants’ adverliscment does net diselose that if the user clicks on the oplion to run the free
scan of their computer, it i3 not only a free scanner that will download, but, rather, Defendants”
“Spywarc Cleaner” software will in fact download, install itself on the user’s computer, and
execule automatically, all without the user’s knowledge, permission, or input. Defendants
mislcad the user into believing that they are only downloading a free scanner, something that is
different from anti-spyware sottware. In fact, Defendants’ complete Spywaure Cleancr software
program is downloaded and installed during the “scan™.

8.5  After the user clicks on the hyperlink to gct a free scan, the uscr then watches as
the scan results appear on the screen. The scan always detects “spywarc,” even when there is

not, in fact, any spyware or any other harmful files on the uscr’s computer. Rather than
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